
ZENTRIC ACADEMY

Ethical Hacking & Penetration Testing Bootcamp
A hands-on bootcamp covering the full penetration testing lifecycle, from reconnaissance to reporting.

Level: Intermediate Duration: 10 weeks, 6-9 hrs/week Language: English

Curriculum

1. Foundations of Ethical Hacking
• Legal and Ethical Boundaries 14 min
• Setting Up Your Lab Environment 20 min
• Networking Refresher for Security 26 min

2. Reconnaissance & Scanning
• Passive and Active Reconnaissance 22 min
• Network Scanning with Nmap 28 min
• Vulnerability Scanning Tools 24 min

3. Exploitation
• Exploitation Frameworks and Metasploit 30 min
• Web Application Attack Basics 28 min
• Password Attacks and Cracking 24 min

4. Post-Exploitation
• Privilege Escalation Techniques 26 min
• Maintaining Access and Pivoting 24 min

5. Wireless & Social Engineering
• Wireless Network Attacks 22 min
• Social Engineering Fundamentals 18 min

6. Reporting & Career Path
• Writing a Professional Pentest Report 20 min
• Certifications and Career Roadmap 16 min

Pricing

Self-Paced | One-time payment, lifetime access Rs 55,999 (was Rs 104,000)

Live Sessions | One-time payment, includes live cohort access Rs 120,999 (was Rs 216,000)

1-on-1 | Per engagement, scheduled with your mentor Rs 349,999 (was Rs 627,000)
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